User Manual — FortiClient

Prepared by

Colombo Fort Group Services (Pvt) Ltd

Colombo Fort Group Services (Pvt) Ltd
Internal Use Only.



How to download FortiClient?

> Login to your FortiGate account from the following URL.
e URL: https://vpn.cflb.biz:10443/remote/loginexpire
Provide the given User Name, password and login.

< C | A 5#r%//vpn.chib.biz10443/remote/loginlang=en

Please Login

> Download FortiClient from the account.
[ ]

Click on the link “FortiClient Windows” and download the FortiClient setup.

«

C | A b#7E//vpn.cilb.biz:10443/sslvpn/portal.htmi?lang =en

WARNING! Access to this device

Session Information

Time Logged In: (0 hour(s). 0 minute(s), 0 second(s))
HTTF Inbound/Outbound Traffic:

0 bytes [ 0 bytes
HTTPS Inbound/Outbound Traffic: 0 bytes [ 0 bytes

Time Time Logged In

Inbound/Outbound Traffic
V332017, 12:37:34 PM 5 Minutes 39 Seconds NDB/OB
1732017, 10:37:41 AM 5 Minutes & Seconds OB/OB
V32017, %57:20 AM 5 Minutes 12 Seconds 0DB/OB

FortiClient Download
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E3 FortiClient Windows
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https://vpn.cflb.biz:10443/remote/loginexpire

How to Install FortiClient?

> Install FortiClient.

e Open the downloaded FortiClient setup.

FortiClientMiniSe
tup-Windows-x6
4-Enterprise-5.4.2

e Setup will download the related files from the Internet.

FortiClient Installer

Statuz

Tk ).
D ownloading image [10%]
]

e Tick the check box “Yes, | have read and accept the License Agreement” and click the “Next”
button.

43 FortiClient Setup — X

Welcome to the FortiClient Setup Wizard

The Setup Wizard will install FortiClient on your computer. Click Mext to continue
or Cancel to exit the Setup Wizard,

Yes, [ have read and accept the |License Agreement |I Mext I | Cancel |

Colombo Fort Group Services (Pvt) Ltd
Internal Use Only.



e Select the button “VPN Only” and Click the “Next” Button.

4 FortiClient Setup - ot
Choose Setup Type ami
Choose the setup type that best suits your needs =-=
Complete

All Endpaint Security and VPN components will be installed.

[ wPNOnly {

Only WPM components (IPsec and S5L) will be installed.

Back Mext Cancel

e Click on “Next” button to install to the default folder. (Change the Install file if you want by click
the “Change” button)

4 FortiClient Setup - X
Destination Folder -
Click Mext to install to the default folder or didk Change to choose another, =-=

Install FortiClient to:

IC:\Frugram Files (x86)\Fortinet\FortiClient!,

Change...
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e Click the “Install” button to install FortiClient.

4 FortiClient Setup — X
amE
Ready to install FortiClient e
“aw

Click Install to begin the installation. Clid Back to review or change any of your
installation settings. Click Cancel to exit the wizard,

Back Install I Cancel
e Setup will install FortiClient.
4 FortiClient Setup — *
=-‘
Installing FortiClient
Ay

Please wait while the Setup Wizard installs FortiClient.

Status: Processing drivers

U

oot | e
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e Click the “Finish” button to exit the Setup.

4 FortiClient Setup — X

Completed the FortiClient Setup Wizard

Click the Finish button to exit the Setup Wizard.
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-
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n Back Cancel

Colombo Fort Group Services (Pvt) Ltd
Internal Use Only.



How to Setup FortiClient?

» Setup FortiClient.

e Open the FortiClient software.

FortiClient

e In “Remote Access” tab click the link “Configure VPN”.

£28 FortiClient

File Help

FortiClient Console

Compliance
Mot Participating

Remote Access

Mo VPN Connected

Configure VPN
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e Provide the parameters which are marked in red circles in SSL-VPN tab and click the “Apply”
button.

| m rempep mm e - ———— L1

£2% FortiClient _ %
1 Eile Help

E Mew VPN - i Hew VPN Connection

IPsecVPM |

Connection Hame

(' |SAP S5L_VPN Connection

Remote Gateway

| ustn:rmize pur‘t
Authentication
@ Prompt on login () Save login

[] Client Cerificate

[] DonotWarn Invalid Server Cerificate

+ | = Apply Close
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Colombo Fort Group Services (Pvt) Ltd
Internal Use Only.



How to connect to SSL. VPN in FortiClient?

» Connect to SSL_VPN in FortiClient.

e Open the FortiClient software.

FortiClient

e Click the “Connect” button after providing your User Name and Password to connect your SSL_VPN in
FortiClient.

£:8 FortiClient _ >
File Help

FortiClient Console

Compliance r
Mot Participating
Ll sAp - .
Q Remote Access
Cl Mo VPN Connected
L
-
Connect
o
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e C(Click the “Yes” button in the Security Alert.

Security Alert *

f'"’ﬂ This page requires a secure connection which includes
?. server authentication.

The Cerificate |ssuer for this site is untrusted or
unknown. Do yaou wish to proceed?

[ Yes | No || \ViewCetficate = More Info

THakiim. A000F

o FortiCliect will be connected to the SSL_VPN and bellow scree will be appeared.

FETEY Aleal (R RN LS L ol o el U

g2 FortiClient

File Help

FortiClient Console

Compliance
Mot Participating

E SAP
;‘n Remote Access ( E}

VPN Connected _ss1 10.1.7.2

(“) Duration 00:05:02
=¢| Bytes Received 2.90 KB
[+ Bytes Sent 66.40 KB

Disconnect
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